Hwéng din cach kiém tra chirng thw so trén hoa don dién tir cia
Vietnamairlines

Phan I: Cai dit chirng thw cia MIC va VNPT:

Bwéc 1. M CTS (Chimg thu s6) cua MIC ( file MIC.cer kém theo) va VNPT (file VNPT.Cer
kém theo)

Luwu y: Cai lan luot tung loai CTS, cai CTS cia MIC trude, VNPT sau, budc cai gibng nhau
nhu phan huéng dan dudi day.

=> chon Install Certificate...

General Details  Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
« All application polices

Issued to: VNPT Certification Autharity

Issued by: MIC Mational Root CA

Valid from 5/25/2019 to 6/25/2024

Install Certificate... | | Issuer Statement
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QK

Buwérc 2. Chon Local Machine > Next



=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

Cl Current User
{®) Local Machine

To continue, dick Mext,

| ©Next | | Cancel

Buéc 3. Chon Place all certificates in the following store > Browse...



& ¢ Certificate lmport Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

i) automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Browse...

Mext Cancel

Budc 4. Chon Trust root Certification Authorities > OK > Next

Select the certificate store you want to use,

| Personal ”
----- | Trusted Root Certification Authorities

[ 7| Enterprise Trust

L] Intermediate Certification Authorities

| Trusted Publishers

i 1 1ntrieted Cartifircates
£ >

] show physical stores

QK Cancel

Buéc 5. An Finish dé hoan thanh viéc cai dat CTS va doi thong bao cai dat thanh cong



Certificate Import Wizard *

o The import was successful,

Ok

Phan I1: Kiém tra chir ky s6 trén hoa don cia Vietnamairlines:

Sau khi cai xong chung thu sé cia MIC va VNPT nhu huéng dan & phan 1, ban c6 thé kiém
tra chir ky so, ngay hiéu luc trén hoa don cua Vietnamairliens nhu sau:

Budéc 1: Vao trang web http://einvoice.vietnamairlines.com/ cua Vietnamairlines va nhap ma
tra cru trén hoa don de¢ tra cru thong tin cua hoa don trén hé thong:

4 o
¢ > ¢ (& Nouseare a %) @)
it Apps APECOnline Trading @ UpCom @ HNX @ HOSE @ Vietnam Airlines-C.. @ JPA [ Cafe G LuyénthiTOEIC-Ti.. @ Bximbank X SHARE LINKS VIDE »

Théng bdo vi Quyét dinh 4p dyng Hoéa don diéntr  HS trg

BAN Y'EThAM AIRLINES AQQF VietnamAirlines 2

o, DAT CHUNG NHAN
C O 45A0 SKYTRAX
~ __ LAN THU 4

BIET Lenner:

THE GIGI DANG THAY DOI [ [ s
CON BAN?

Senno Formno Senal form Date MTC PDF XML HDgidy Biénban Ghichi

1 054e70 O1GTKTO002 HKBE 241122019 1™ ~~=.20 @b, &

Khi d6 hé théng sé& hién thi ban thé hién ctia hoa don dudi dang file PDF, ban dong ctra s6
nay lai sau d6 s& nhin thay phan thong tin download file sé liéu


http://einvoice.vietnamairlines.com/

c A Not secure | einvoice.vietnamairlines.com

@ HNX @ HOSE

pps A APEC Online Trading @ UpCom

@ Vietnam Airlines - C...

@ PA cafe G

Luyén thi TOEIC - Th...

G Eximbank

x SHARE LINKS VIDE...

BAN VIETNAM AIRLINES

DAT CHUNG NHAN
CO 4 SAO SKYTRAX
LAN THU 4

BIET LIEN TIEP?

THE cldl DANG THAY DOI.
CON BAN?

Matra

Ema

Senal form Date MTC

Senino Form no

1 0549199 01GTKT0/002 HK/1BE 24/12/2019 °~

Wz vietnamAirlines:

Noi xuit vé (lssuing Office): PHONG VE QUANG TRUNG-004
Dia chi (Address): 25 TRANG THI, HOAN KIEM, HA NOI

HOA DON
TIEN €U

Nighy (Date) 2

& (Month) 12 Ném (Year) 2019

Don vi bda hing (Seller): Tdng cong ty Hing khdng Viét Nam - CTCP (Vietnam Airbines JSC)

Ma sb thué (VAT Code): 0100107518

Dia chi (Address): S6 200, phé Nguydn Som, Phuimg B0 DY, Quin Loag Bién, Thish phd Ha Noi, Viét Nam

Tén ngubi mas (Buyer):
Ma 36 thud (VAT Code):
Dia chi (Address): ¥~

1. Tikn vé (Due to VietNam Airlines):
1.1 Gik cwie (Air farc):

sbve Hash trinh Sblepng  Dongid Thish Logi tidn
(Ticket No) (Route) (Quantity) _(Unit price) (Amount) (Currency)
TIAI09263 TANVNSON T 799,000 oM VND
1.2 Thué GTGT (Value Added Tax) #0000  VND
1.3 Phi khic (Other charges) 20000 4. 9
1.4 Téng b tidn chura bao gden khodn th b shi chive trich (1,141.2+1.3) L109006 77 )
(Total mount cxcluding authorized collection)
2. Cic Khoin thu b ohi chire trich (Authorized collection) 120000  VND
3. Thog titn trén vé (Total) (1.4+2) 1.229.000  VND
4 Cic khoan phi khac (Charge not shown i ket
4.1 Phi GLP (GLP charge) 2 ot
4.2 Phi xudt vé (Service charge) 45455 D
4.3 Thué GTGT cia phi (VAT om service charges): 4345 VND
4.4 Thag tiln phi dich vy vau thué (Total charges after VAT) (4.144.244.3) $0.000 D__
Thag +b thn thanh teAn (Grand Total Equivalent amount paid): TIOOK — 3
Tng b tién bing chit (In words): Mt trigu hai trim bty musor chin ngin ddag
Hinh thisc thanh d (Form of payment)
csh 1279000 VND

Sau d6 ban chon download file XML vé may

AN VIETNAM AIRLINE:

DAT CHUNG NHAI
CO

4 SAO SKYTRAX
WET LIEN TIEP?

AQ VietnamAirlines =

Tra ctru Hoa don dién tw

LAN THU 4

THE GIGI BANG THAY DOI. )
M4 tra ciu.
CON BAN?

Email

Lt ) §

Tra Ciru

Serino  Form no Seral form Date MTC

1 2I22lles 01GTKT0/002 HK/18E 24/12/2019 1zoumizoncl07 @l

PDF

XML | HDgidy Biénban Ghichi

¥

fe

=

’?hon dé download file
L XML vé may




Mg file XML da download vé bang mét trinh duyét nao d6 (vi du trinh duyét Chrome hoic

IE), khi d6 thong tin V& chit ky s6 s& thé hién & cudi file nhu sau:

</PAYENTFOP>
w <GETSERVICECHARGE >
<UN_VAT>8</VN_VAT>
<CURR>VHD</CURR>
</GETSERVICE E>
v<Signature wmlns="http://w.u3.org/2000/09/ xmldsigh" Td="sigid">
¥ <signedinfo>
<Canonicali. hn="http: / /w13 . arg/ TR/2081/REC-xm]-c1dn-20818315" />
p/ fevni. w3 . org/ 200009 /xmldsig#rsa-shal” />

v <Transforms>
<Transform Algorithm="http://ww.n3.org/2000/09/mldsighenveloped- signature™/>

farms>
gesthethod Algorithn="http://w.u3.org/2000/03/xnldsighshal" />
<DigestValuerhugds/21BShEq2kvsTTheGkVkSk=</DigestValue>
</Reference
</SignedInfo>
¥ <SignatureValue>
AZf4185ari992IR5A/ EnvBgu7LndmSCE+Dr ThxABXDE 3eRv1KiQpzapXdK tUIBGSniLy 2eKQ+cbQi 1qnO7FHCQCBs AViycZAFPCEBY2MuGCgdBhRIp jGE2t6dRTDIDF +dbUTwgBE3ra0iahdqInpOh119y26sC3DQI3sATGPOBTJOF h5wOBUubt / s5¥rub2sYNc UeHoxVisdMARBV:SC

</SignatureValue>
¥ <KeyInfo>
v <KeyValue>
¥ <RSAKeyValuer
¥ <Modulus>
mvKQz2yBX2bKhbI27pGrwrarGAs +HTAZQNFNOsd2¢ TAun3u jxnSIF 3xKF IPS 59y pddwV243A/ eOWEVF9a) b
</Modulus>
<Expanent »AQAB</Expanent >
</RSAKeyValue>
</KeyValue>
v<X5690ata>
¥ <X5095ubjectName>
UID=MST: 9180107518,CN=TONG CONG TY HANG KHOMG VIET NAM - CTCP,L=long bisn,ST=HA NOI,C=WN
</X5095ubjectame>
¥ <X509Certificater
MIIGSDCCBDCgAwIBAg IQVAE BAWIOb VG jyHOF uhe Tz ANBghghk i 63w@BAQUF ADBpMQswC QYDVQQGEW JWT § E TMBEGALUEChMKVKSQVCBHcmS1 cDE eMBuGA1 UE CxMVVk SQUC1DQSBUCnVzdCBOZXR3b3 IrMSUWTwYDVQQDE 0T 1BUTEN] cnRpZm] jYXRpb24gQXVBaGdyaXRSMBAXD

IKeX«T! 0i4dDsIC3IE unDl

K MAGQTZudrU1 a5 TU+PE 14y 1 FdhU1Zgd i ZumersO1RpF TuzhvwGXUnBZrZ13LLU

</Xse9Certificate>
</X58%0ata>
</KeyInfo>
¥ <Object>
v<SignatureProperties I

v <SignatureProperty Target="#sigid">
<SigningTime xmlns="http://example.org/#signatureProperties”>15:17:14 81/12/2019</SigningTime>

</SignatureProperty>
</SignatureProperties>
</Object>
</Signature>
TRVUTCEDATR
»

4

Ban c6 thé kiém tra hiéu lyc ciia chimg thu s6 bang cach copy gia tri dean ma nam giira 2
thé <X509Certificate> va </X509Certificate> va sau d6 gian gia tri nay vao file text nhu sau
(lwu ¥ chi copy doan ma bét dau tir ky tu “mrz~ dén cudi 1a ky tu “==~, khdng copy ca thé)

nhu hinh dudi day:

</PAVENTFOP>

¥ <GETSERVICECHARGE>
<VI_VAT>0</VN_VAT>
<CURR>VND< /CURR>
</GETSERVICECHARGE>

v<Signature xmlns="http://wed.w3.org/2080/09/xnldsigh"
v <SignedInfo>

=*sigid">

wii.w3.0rg/ TR/2001/REC-xml-c14n-20010315"/>
.org/2000/09/xmldsighrsa-shal"/>

<Signaturetet
v<Reference UR
s>
sform Algorithm=

" "http:/ /.3, org/2000/09/xmldsighenveloped-signature”/>
</Transforms>

Method Algorithm="http://wwe.w3.0rg/2000/69/xmldsig#shal"/>
>Augds/21BShEq2kvs TTAeGkVKSk=</DigestValue>

119y2GsC3DQI3SATGPOBTJOFhSwoBUFubt/sSYrub2sYNcUeHoxVmdMARBYxSC

v ¢SignatureValue>
15 it 51qn07FHCs

AZf4185ari992IRSA/EnvBgw7Ln@mIC6+DrTI
</SignatureValue>
v« Info>
¥ <KeyValue>
v <RSAKeyValue>
¥ <Modulus>
®vKQz2yBX2bKhbI27y} *N d2¢ A 5 K 24 A/ eOwEVF9a)SSHWvbt 3kv+unMA0Q7ZudrUl jaS IUW+PEidv]1fdhU12gi i ZummsOl RpF
</Modulus> ~ kY
csmesivecers - COpY doan ma nay

</RSAKeyValue>

3E10AQcPOSh/unDel

h 13LL IKeXxI!

g bién,ST=HA NQI,C=VN

THSBICErEITICATE
</X509Data>

Kéo thanh truot sang phéﬁ
' @én cudi dong dé copy hét ]
gia tri doan ma

Luwu y: Doan ma nam trong giira 2 the <X509Certificate> va </X509Certificate> c6 gia tri
kha dai, ban can kéo thanh trugt dén cubi dong dé copy day du thong tin trong theé nay.




20 IreSWNEPSGEPPB 2+ ZLFMXSny D+ DSderY L paZ3sdGlevVbUVUMEL+ 7gnGI0G/GL Jeph/ gubcE FEUEG+D/OTHEZ 287Cvhn1R1 TPQIhpyvADS S0 7K2/ 1 oqUoNHLL PLuAYEN SGhVae Cme 3 jadAF 8q9AHOX by FYSC TNBFBILI!

hét gia tri nm trong thé —_—
e —a

<X509Certificate> va </X509Certificate>

[ Kéo thanh trurot dén cudi dong @é copy

Sau khi copy xong gi4 tri nam giira 2 thé <X509Certificate> va </X509Certificate>, ban thyuc
hién mé mot ung dung xu |y dit liéu dang text (c6 thé dung notepad cia windows) va gian

gia tri nay vao nhu sau:
— O X

_| Untitled - Notepad

File Edit Format View Help
MIIGSDCCBDCgAWIBAgIQVAEBAWIObtVGiyHQFuhcTzANBgkghkiGOweBAQUFADBpMQswWCQYDVQQGEWIWTFETMBEGALUEChMKVK5QVCBHCmMO1cDEEMBW
Me79DS30hc]/KzUwDAYDVROTAQH/BAIWADATBgNVHSMEGDAWEBQGacDVIQKKFY1Gfel84mgkVaxqrzBrBgNVHSAEZDBiMGAGDS sGAQQBge@DAQEDAQU
/1CoqUoNH1wLPLu4Y@n5GbVgcCmei3jad4F8q9AHoX7byFVSC7NbFbILIGAU6XROBA9SP6e9/GEgONVDX+tHP611ilvxsppAgGYFFQuw==

Sau d6 ban thuc hién luu file ndy vao may véi phan mo rong cua file 1a .Cer nhu sau:




-

J Untitled - Notepad — O X
File Edit Format View Help
New CirltN  \EBAWIObtVGjyHQFuhcTzANBgkgqhkiGIw@BAQUFADBPMQsWCQYDVQQGEWIWT jETMBEGALUEChMKVK5QVCBHCmI1cDEeMBu
Open.. cilso  ROTAQH/BATWADAfBENVHSMEGDAWEBQGacDVIQKKFY1Gfel84mgKVaxqrzBrBgNVHSAEZDB1MGAGDS SGAQQBEe@DAQEDAQUI
5 e VqcCmei3jad44F8q9AHOX7byFVSC7NbFbILIGAU6XRO8AISPEE9/GEONVDX+tHP611i1vXxsppAgGYFFQuw==
ave i+
Save As...
Page Setup...
Print... Ctrl+P
Exit
’
< >
e |
.Hﬂ Edit F¢ jl Save As M
MIIGSDCC| : - {GA1UEChMKVK5SQVCBHCm91cDEeMBwt -
|Me79DS30 € v 4 m> ThisPC > Desktop v o ch Desktop £ \EZDBiMGAGDSsGAQQBge@DAQEDAQU!
/1CoqUoN| s L1vxsppAgGyFFQuw==
Organize ~ New folder = ~ (7] ‘
[ A
= This PC A Name Date modified A I
3 3D Objects Cargo 6/22/2018 6:41 PM
= Desktop HD_VIAGS_SGN 9/23/2019 4:56 PM
4 Documents » Bao cao Tuan - Shortcut 12/20/2019 11:51 AM
B Downloads 7 DanhSachMaCK.xlsx 3/16/2018 9:25 AM
) % Gido trinh SQL Server 2008.pdf - Shortcut 8/2019 3:59 PM
J Music
»£ Google Drive 019 1:45 PM
& Pi
tcules 4 hosts - Copy.txt /8/2018 2:18 PM
8 Videos i KPI_TuyenTN.xlsx 3/21/2019 8:16 AM
L. Local Disk (C) 7" MyDashboardxisx - Shol TG 1:46 PM I phan enCOdlng
CONAD) o (F Luu y phan mé rong dé 1a ANSI
cua file stra lai 1a .cer k
File name: i

Save as type: Text Documents (*.txt)

< | A Hide Folders Encoding: ANSI v Cancel >
| F

(O man hinh huéng dan dang thyc hién luu file trén man hinh desktop vai tén file 1a
Kiemtra_CTS.Cer)

Ban quay lai thu muc ban di luu file & budc trén dé kiém tra thdng tin, khi do file s& thé hién
biéu tugng cua ching thu sb nhu sau:



Ban click dup vao file vira tao hé thdng s& hién thi thong tin caa chimg thu s6 nhu sau:
a  Certificate X

General Details Certification Path

| = a Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Document Signing

*Refer to the certification authority's statement for details.

Issued to: TONG CONG TY HANG KHONG VIET NAM - CTCP

Issued by: VNPT Certification Authority

Valid from 12/12/2019 to 8/6/2023

Instal Certificate... | Issuer Statement

R W




Ban chuyén sang Tab “Details” dé xem thong tin chi tiét

n  Certificate >

General | Details |Certification Path

Show: | <aAll> ~
Field value -
DSignature hash algorithm shal
Issuer VNPT Certification Authority, V...
DValid from Thursday, December 12, 2019...
= i & e A y .e9.

MST: 0100107518, TONG CON...

Subject
(=]
T PubliicReEy RSA {2038 Bits)
Public key parameters 0500
55 Avtharity Tnfarmatinn Acrece FMlantharity Infn Accece: Acc N

0.9.2342.19200300.100. 1.1 = MST: 0100107518

ICN = TGNG CONG TY HANG KHONG VIET NAM - CTCP
L = long bién

S = HA NOI
C =

Edit Properties... v Copy to File...

o< 1]

Ban chuyén sang tab “Certification Path” d& xem chimg thu nay do té chtc ndo cip

a  Certificate >

General Details Certification Path

Certification path
[_Ti_l MIC National Root CA

VIET NAM - CTCP

View Certificate

Certificate status:
is certificate is OK.




Lwu v quan tronag:

Do h¢ thdng kiém tra higu luc cia chimg thu s6 S0 véi thoi gian thuc (so voi thoi gian
tai thoi diém kiém tra thong tin), do d6 s€ c6 mot s6 thdng tin can luu y nhu sau:

VNPT cung cép cho VietnamAirlines 02 giai doan hi¢u luc cua chiing thu b nhu sau
+ Giai doan 1: Chimg thu sb 6 hiéu luc tir ngay 06/08/2018 dén ngay 16/12/2019.
+ Giai doan 2: Chimg thu s6 ¢6 hiéu lyc tir ngay 12/12/2019 dén 06/08/2023
Do d6 viéc kiém tra chimg thu sb theo huéng dan ¢ trén; ban s& thay hé thong chi thé hién
day du thong tin khi c6 du cac diéu kién sau:
> Thoi diém kiém tra thong tin nam trong khoang thoi gian ma ching thu sé con
dang co hiéu lyc
> Ngay ky hoa don nam trong khoang thoi gian ma chimg thu sé con dang c6 hiéu
luc.
Truong hop ban kiém tra thdng tin caa cac hoa don duoc Ky bang ching thu s6 ma thoi diém
kiém tra théng tin thi chtng thu s6 d6 da hét hiéu lyuc thi khi d6 phan “Cerificate Information”

s€ bao dong “This certificate has expired or is not yet valid”, thong tin nay la binh thuwong
va thé hién rang chirng thw s6 nay da hét hiéu luc tai thoi diém kiém tra thong tin.



| @R Certificate

Dong théng tin thé hién tai ]
General Details Cer! * “thoi*diém kiém tra chieng thw _
1_ sé-nay-da-hiéthigutwc———) |

é,g Certificate In-formatio}w\'{

T

This certificate has expired or is not yet valid.

| Issued to: TONG CONG TY HANG KHONG VIET NAM - CTCP
Issued by: VNPT Certification Authority

Valid from 8/6/2018 to 12/16/2019

Install Certificate... Issuer Statement

OK

Vi du:
+ Thoi diém kiém tra théng tin 12 ngay 27-Dec-2019
+ Kiém tra thong tin cua Hoa don xuét va ky ngay 01-Nov-2019

= Hoa don xuét va ky ngay 01-Nov-2019 duoc ky bang chimng thu sb ¢6 hiéu luc trong giai
doan 1 (06/08/2018 dén ngay 16/12/2019). Bén ngay 27-Dec-2019 thi ching thu s nay
da hét hiéu luc, do do tai thoi diém ngay 27-Dec-2019 ma ban kiém tra théng tin caa hoa
don xuat ngay 01-Nov-2019 thi man hinh kiém tra thong tin s& thé hién dong thang tin
“This certificate has expired or is not yet valid” nhu ¢ trén.



